Notice: this documentation was extracted from a help file, which is shipped with free “Windows Server 2003 Resource Kit Tools”. You can download it for free from Microsoft: http://www.microsoft.com/downloads/details.aspx?FamilyID=9d467a69-57ff-4ae7-96ee-b18c4790cffd&displaylang=en. I provide it as a convenience.

SrvAny.exe: Applications as Services Utility 

Applications as Services Utility (SrvAny) is a tool that enables 32-bit or 16-bit applications to run as services. Although SrvAny only runs on the Windows Server 2003 operating system, it can work with 32-bit applications written for Windows Server 2003, Windows 2000, or Windows NT. You can also use this tool to run 16-bit Windows applications as services, but some 16-bit applications will stop running when a user logs off of the computer.

The advantages of running applications as services are listed below.

· When a user logs off, 32-bit applications running as services do not stop. This is beneficial because users do not need to restart the application each time they log on. 

· Applications running as services can handle requests without user intervention. Unless an application is interactive, requests are processed even when no user is logged on to the server. 

· Applications running as services can run with their own logon accounts. This means an application can continue running and processing requests even when the user currently logged on to the server does not have permissions to administer the application. 

Corresponding Operating System Features

The operating system provides no GUI functionality that corresponds to this tool.

Concepts

A service is a program, routine, or process that performs a specific system function to support other programs, particularly at a low (close to the hardware) level. When services are provided over a network, they can be published in Active Directory, facilitating service-centric administration and usage. Some examples of services are the Security Accounts Manager service, File Replication service, and Routing and Remote Access service.

System Requirements

The following are the system requirements for this tool:

· Windows Server 2003

· Permissions: You must have Administrator privileges to use this tool.

Files Required

· Instsrv.exe

· Srvany.exe
SrvAny Remarks 

Use the following procedures after you install SrvAny and create a service name.

· Configure a Service. After you install SrvAny and create a service name, you must configure the service. To configure a service you must specify a target application, an account name, and password for the service to use. Then you can configure optional settings such as startup parameters and a default working directory. You can configure your service either in the MMC Services snap-in or the registry.

· Handle Special Requirements. After you configure your service, you may need to further customize applications that have special requirements when they run as a service. If you are using an application that meets any of the following criteria, you must follow additional steps before running your service.

· The application is interactive and must run under the Local System account.

· The application is a Win32 application.

· The application is a Presentation Manager application.

· Manage a Service. After you address special requirements, you can manage your service by starting, pausing, or stopping it. This section explains how to use the Services snap-in, the SC command which communicates with the Service Controller, and the Net commands to perform each of these operations. 

Note

None of the strings used in these procedures is case-sensitive. 

Configuring a Service

To configure a service, use either:

· RegEdit. Use RegEdit if you want the application running as a service to start automatically and always use the same start parameters.

· Services MMC Snap-in. Use Services if you want the application running as a service to start automatically or manually, or if you want to frequently change the start parameters. 

RegEdit

Caution

· The registry editors bypass standard safeguards, allowing settings that can degrade performance, damage your system, or even require you to reinstall Windows. You can safely alter most registry settings by using the programs in Control Panel or Microsoft Management Console (MMC). If you must edit the registry directly, back it up first. Read the Registry Editor Help for more information.
To configure a service in RegEdit:

1. Click the Start button, and then click Run.

2. In the Open box, type regedit, and click OK.

3. Add a new subkey named Parameters in the following registry location: 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\

4. Right-click the newly created service name, point to New, and then click Key.

5. In the console pane, for the name of the new key, type Parameters.

6. To specify the target application, right-click the Parameters subkey, point to New, and then click String Value.

7. Type the name of the new entry as Application.

8. Right-click Application and then click Modify.

9. In the Edit String window, in Value Data, type the full path to the application, including the application name and extension. For example: 

D:\Windows\MSagent\agentsvr.exe
10. Set any of the following optional parameters:

· start parameters
To set start parameters:
1. Right-click the Parameters subkey, point to New, and then click String Value.

2. Type the name of the new entry as AppParameters.

3. Right-click AppParameters and then click Modify.

4. In the Edit String window, in Value Data, type the parameters for the application. For example: 

D:\Windows\MSagent\ParameterList
· environment variables
To set environment variables:
1. Right-click the Parameters subkey, point to New, and then click Multi-String Value.

2. Type the name of the new entry as AppEnvironment.

3. Right-click AppEnvironment and then click Modify.

4. In the Edit Multi-String window, in Value Data, type one new parameter per line, making sure to press ENTER after every line. 

· a working directory
To set a working directory:
1. Right-click the Parameters subkey, point to New, and then click String Value.

2. Type the name of the new entry as AppDirectory.

3. Right-click AppDirectory and then click Modify.

4. In the Edit String window, in Value Data, type the type the full path to the working directory you want to use. For example: 

D:\Windows\MSagent\Tmp

Services

To configure a service in Services:
1. Click Start, point to Administrative Tools, and then click Services.

2. In the details pane, right-click the service you added in step #1, and then select Properties.

3. On the General tab, in Startup Type, select Automatic or Manual.

4. On the General tab, in Start Parameters, type any parameters you want passed to the application when it starts as a service. For example: 

\\Parameter1\\Parameter2
Notes
· The start parameters you specify here are only applied when the service is started from the Service MMC snap-in.

· A backslash (\) is treated as an escape character. You must type two backslashes (\\) to specify a single backslash (\).

5. To set a working directory, on the General tab, in Start Parameters, type the following: 

/D %windir%\\PathToDirectory
6. To choose the type of account the service will use, on the Log On tab, select either Local System Account or This Account. Use the following information to decide which account to use:

· The type of log on account you should select is usually determined by the requirements of the specific application.

· Local System Account does not have network access.

· If you need access to the screen and keyboard, you must choose System Account and allow the service to interact with desktop.

7. If you chose Local System Account, to allow access to the screen and keyboard, check the Allow Service To Interact With Desktop check box.

8. If you chose This Account, type or browse to specify a valid account name, and in Password and Confirm Password, type the same correct password for the account.
Handling Special Requirements

To determine if your application requires special configuration, follow the procedures shown the following sections.

· Interactive versus Network Access. Use if the application is interactive and must run under the Local System account.

· User Exit Programming Considerations. Use if the application is a Win32 application.

· Presentation Manager Applications. Use if the application is a Presentation Manager application.
Interactive versus Network Access

Due to a restriction on services enforced by Windows, an application running as a service can either be interactive or have network access, but not both at the same time. A server is interactive if, for example, it prompts a user for information and reads keyboard input. In the installation and configuration instructions, if an application running as a service is interactive, you are required to select the service to run under the Local System account. Running under this type of account limits network access. If your service is interactive and requires a connection to known servers, you can configure a registry key to allow network access to a share or named pipe. A named pipe is an Inter-Process Communications (IPC) method that provides a name through which remote services can to make network connections.

Caution

· When you provide network access to your interactive service, you are allowing all services in the domain running under the Local System account to log on to other network resources with null credentials. Modifying registry keys to allow all services in the domain access to other servers without providing any authentication is a security risk. 

To allow all Local System services on any computer in the domain to connect to a specific share on a server:
1. Click the Start button, and then click Run.

2. In the Open box, type regedit, and click OK.

3. In the console pane, navigate to the following registry location: 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\
LanmanServer\Parameters
4. In the details pane, right-click NullSessionShares, and then click Modify.

5. In the Edit Multi String Data window, in Value Data, enter the name of the share, making sure not to type over any existing entries. 

To allow all Local System services access to named pipes on a server:
1. Click the Start button, and then click Run.

2. In the Open box, type regedit, and click OK.

3. In the console pane, navigate to the following registry location: 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\
LanmanServer\Parameters

4. In the details pane, right-click NullSessionPipes, and then click Modify.

5. In the Edit Multi String Data window, in Value Data, enter the name of the pipe, making sure not to type over any existing entries.
To allow all Local System services access to all shares and named pipes on a server:
1. Click the Start button, and then click Run.

2. In the Open box, type regedit, and click OK.

3. In the console pane, navigate to the following registry location: 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\
LanmanServer\Parameters
4. In the details pane, right-click RestrictNullSessAccess, and then click Modify.

5. In the Edit DWORD Value window, in Value Data, enter 0. 

User Exit Programming Considerations

After a user exits a Win32 graphical application, all top-level windows receive the WM_QUERYENDSESSION and WM_ENDSESSION messages. Some Win32 applications stop running when they receive these messages. To keep a Win32 application running after a user exits, all Win32 applications must use the default Windows procedure when they receive these messages.

After a user exits a Win32 character-based application, the application receives a CTRL_LOGOFF_EVENT event from the console. To continue running a Win32 character-based application after a user exits, if the application registers a console event handler using SetConsoleCtrlHandler, it must ignore the CTRL_LOGOFF_EVENT event.

Presentation Manager Applications

Presentation Manager is a Microsoft add-on product that allows you to run 16-bit Presentation Manager 1.x applications in addition to the OS/2 character-mode applications supported by the Windows OS/2 subsystem.

To use SrvAny with Presentation Manager applications, you must consult the Readme.wri file for special configuration instructions.

The Readme.wri file is shipped on Disk#1 of the Windows NT Add-On Subsystem for Presentation Manager, version 3.51.

Managing Services

Use the following procedures to manage your service.
· Start a Service. Services can be configured to start automatically or manually. If you configure a service to start automatically, it is started by the operating system when the computer is started. If you configure a service to start up manually, you can start the service from the Services snap-in, from the SC command line tool which is used to communicate with the Service Control Manager, and from Net Start, which is also a command line tool that can start services. It does not matter which tool you use.

· Pause a Service. Services can be paused to give users time to complete jobs or disconnect from resources before a service is stopped. Normally, using pause puts a service on hold without removing the software from memory. Users who already have a connection to the resource are able to finish their tasks, but new connections to the resource are prevented. However, not all services can be paused and not all services perform the same when paused. Some continue to service existing clients, but refuse to accept new clients. Others cease to service existing clients and also refuse to accept new ones.

· Stop a Service. This action stops a service and removes the software from memory. If you plan to stop a service that affects shared resources, it is good practice to pause the service first and provide people with enough time to finish using the resource. Some services, such as Remote Procedure Call (RPC), Event Log, and Plug and Play, cannot be stopped using the Service snap-in or the net stop command. These services are required for the operating system to function properly.

· Disable a Service. You must disable all SrvAny services before you install or upgrade an operating system or a software program. You can also disable a service for a specific hardware profile. You may want to set up a hardware profile to test any newly installed services. For example, you can create two hardware profiles for a newly installed service: one profile in which the service is enabled and a second profile in which the service is not enabled. This way, you can troubleshoot any problems that may occur, such as a driver not loading properly. 

Starting a Service

Caution
· If you stop, start, or restart a service, any dependent services are also affected. Starting a service does not automatically restart its dependent services.
To configure a Service to start automatically:

1. Click Start, point to Administrative Tools, and then click Services.

2. In the details pane, right-click the service you want to configure, and then select Properties.

3. On the General tab, in Startup Type, select Automatic. 

To configure a Service to start manually:
1. Click Start, point to Administrative Tools, and then click Services.

2. In the details pane, right-click the service you want to configure, and then select Properties.

3. On the General tab, in Startup Type, select Manual. 

To manually start a Service in the Services snap-in:
1. Click Start, point to Administrative Tools, and then click Services.

2. In the details pane, right-click the service you want to start, and then select Start.

To manually start a Service using the SC command:
1. Type the following at the command line:
sc RemoteServerNamestart MyService ServiceArguments
Parameters
RemoteServerName

Specifies the name of the remote server on which the service is located. The name must use the UNC format ("\\myserver"). If you are running SC.exe locally, do not use this parameter.

MyService

Specifies the service name to start. If you do not know the correct name to use, run the sc getkeyname command. 

ServiceArguments

Specifies service arguments, such as start up parameters that are passed to the service when it is started. 

To manually start a Service using the Net Start command:
1. Type the following at the command line:
net start MyService
Parameters
MyService

Specifies the service name to start. For a list of currently operating services, run the net start command without any parameters. 

Pausing a Service

To pause a service in the Services snap-in:
1. Click Start, point to Administrative Tools, and then click Services.

2. In the details pane, right-click the service you want to pause, and then select Pause.

3. To restart the service, in the details pane, right-click the paused service, and then select Resume. 

To pause a service, use the SC command:
1. Type the following at the command line: 

sc RemoteServerName pause MyService
Parameters
RemoteServerName

Specifies the name of the remote server on which the service is located. The name must use the UNC format ("\\myserver"). If you are running SC.exe locally, do not use this parameter.

MyService

Specifies the service name to pause. If you do not know the correct name to use, run the sc getkeyname command.
2. To stop the service, use sc stop. 

To pause a service using the Net Pause command:
1. Type the following at the command line:
net pause MyService
Parameters
MyService

Specifies the service name to pause. For a list of currently operating services, run the net start command without any parameters. 

2. To restart the service, type the following at the command line: 

net continue MyService
Parameters
MyService

Specifies the service name to continue. 

Stopping a Service

Important
· When you stop an application running as a service, the operating system uses the Win32 TerminateProcess() API to stop the application. This process does not allow the application to prompt the user and save changes. For this reason, you should close the application before the service is stopped. 

To stop a Service in the Services snap-in:
1. Click Start, point to Administrative Tools, and then click Services.

2. In the details pane, right-click the service you want to stop, and then select Stop. 

To stop a service using the SC command:

1. Type the following at the command line: 

sc RemoteServerName stop MyService
Parameters
RemoteServerName

Specifies the name of the remote server on which the service is located. The name must use the UNC format ("\\myserver"). If you are running SC.exe locally, do not use this parameter. 

MyService

Specifies the service name to stop. If you do not know the correct name to use, run the sc getkeyname command. 

To stop a service using the Net Stop command:

1. If you plan to stop a service that affects shared resources, use the net pause command to pause the service first.

2. Use the net send command to broadcast a message that you are going to stop the service.

3. Type the following at the command line:
net stop MyService
Parameters
MyService

Specifies the service name to stop. For a list of currently operating services, run the net start command without any parameters. 

Disable a Service

To disable a service:

1. Click Start, point to Administrative Tools, and then click Services. 

2. In the details pane, right-click the service, and then select Properties. 

3. On the General tab, in Startup Type, select Disabled. 

To disable a service for a hardware profile in the Services snap-in:

1. Click Start, point to Administrative Tools, and then click Services. 

2. In the details pane, right-click the service, and then select Properties. 

3. On the Log On tab, under Hardware Profile, select the profile name, and then click Disable. 

Important

· Use caution when disabling services for a specific hardware profile. When you do this, the Hardware Profile settings override the Startup type setting for the service.

SrvAny Syntax

InstSrv uses the following syntax to install SrvAny on Windows Server 2003 and create a service name:

instsrv ServiceName %windir%:\Path\srvany.exe

Parameters

%windir%
Specifies the root system directory, such as C.

Path
Specifies the full path to the location of Srvany.exe.

ServiceName
Specifies the name you want to assign the service.

Notes

· Output similar to the following is displayed: 

The service was successfully added!

Make sure that you go into the Control Panel and use the Services applet 

to change the Account Name and Password that this newly installed service 

will use for its Security Context.

· Use the Service Installer tool (InstSrv) to install SrvAny and create a service name. After you install SrvAny, you must configure the service to specify the application that will run as a service and under what conditions. Then you can start the service and SrvAny will allow the target application to run as a service.

· You can install SrvAny several times to create different services that use different registry settings and run different target applications. If you are installing srvany multiple times, you must use a distinct service name for each instance you install. For example, for database applications you want to run as a service, use DatabaseService, and for e-mail applications, use EmailService.

· To specify a long path that includes directory names longer than eight characters and spaces between words, you must use the auto-complete feature. To use the auto-complete feature, type the first part of the directory path, the part that does not include more than eight characters or spaces, and then press the TAB key. Quotes will surround the path. Continue using the TAB key until the complete path is displayed in the command.

SrvAny Examples 

Example 1: Specify a Working Directory if SrvAny Fails to Start an Application.

The task in this example is to specify the directory that contains the application as the working directory. Because SrvAny can run under an account that is different from the user currently logged on, the different accounts can be using different environment variables. As a result, the system might be unable to find a required DLL. Running the application from its root directory might solve the problem.

To specify the working directory, use either:

RegEdit

1. Click the Start button, and then click Run.

2. In the Open box, type regedit, and then click OK.

3. Navigate to the following registry location:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\MyService\Parameters
4. Right-click AppDirectory, and then click Modify on the shortcut menu.

5. In the Edit String window, in Value Data, enter the full path to the directory that contains the application you want to run as a service. For example: 

D:\Tools\
Caution
· The registry editors bypass standard safeguards, allowing settings that can degrade performance, damage your system, or even require you to reinstall Windows. You can safely alter most registry settings by using the programs in Control Panel or Microsoft Management Console (MMC). If you must edit the registry directly, back it up first. Read the Registry Editor Help for more information. 

Services snap-in

1. In Control Panel, choose Administrative Tools, and then choose Services. 

2. In the details pane, right-click a service, and then select Properties on the shortcut menu. 

3. On the General tab, in Start Parameters, type the following:

\\D %windir%\\PathToDirectory
Example 2: Remove a SrvAny Service

The task in this example is to removes one instance of SrvAny. If you installed multiple instances of Srvany.exe, you must repeat these steps for each instance.

To remove an SrvAny service:

1. Stop the service.

2. Type the following at the command line: 

instsrv MyService remove

Parameters
MyService

Specifies the name you want to uninstall. 

This removes MyService from the list of available services in the Service MMC snap-in. It also removes any registry entries that were set for this service.

Output similar to the following is displayed:

The service was successfully removed!
Instsrv.exe: Service Installer 

Service Installer (InstSrv) is a command-line tool that installs and uninstalls executable services and assigns names to them.

Corresponding Operating System Features

The operating system provides no GUI functionality that corresponds to this tool.

Concepts

A service is a program, routine, or process that performs a specific system function to support other programs, particularly at a low (close to the hardware) level. When services are provided over a network, they can be published in Active Directory, facilitating service-centric administration and usage. Some examples of services are the Security Accounts Manager service, File Replication service, and Routing and Remote Access service.

System Requirements

The following are the system requirements for InstSrv:
· Windows XP Professional or Windows Server 2003 family operating system 
· Administrators group membership 
File Required

· Intsrv.exe
InstSrv Remarks
Starting a Service

By default, services that you add by using InstSrv are not started. To start a service via the command line, see SC, a tool included in the Windows Server 2003 operating system.

Removing a Service

Services must be stopped before they can be removed.

InstSrv Syntax
InstSrv uses the following syntax:

instsrv ServiceName PathToExecuteable [-a AccountName] [-p AccountPassword] [ServiceName Remove]

Parameters

ServiceName
Specifies the name you want to assign to the service. This name will appear in listings such as those in the Services snap-in or in NetSvc/WinNetSvc.
PathToExecuteable
Specifies the fully qualified path, including drive letter, of the executable file for the service. The drive must be fixed and local.

ServiceName Remove

Specifies the service you want to remove.
-a AccountName
Specifies the account the service will run under.
-p AccountPassword
Specifies the password for the account the service will run under.

InstSrv Examples

Example 1: Install a Service

The task in this example is to install Srvany.exe as a service named ServiceAnyApp. From the directory where Srvany.exe is located, type the following at the command line:

instsrv ServiceAnyApp "srvany.exe"

Press ENTER. You can then use SC to start the service. Type the following at the command line:

sc start serviceanyapp

Press ENTER.

Note

· By default, services are not "started" when they are installed. After they are installed with InstSrv, some services also require that you import a registry entry before they will run. 
Example 2: Install a Service to Run As a Specific User

The task in this example is to install Srvany.exe as a service called ServiceAnyApp and have it run as a specific user. From the directory where Srvany.exe is located, type the following at the command line:

instsrv ServiceAnyApp srvany.exe -a MYDOMAIN\auser -p My1Password

Press ENTER. You can then use SC to start the service. Type the following at the command line:

sc start serviceanyapp

Press ENTER.

Example 3: Uninstall a Service

The task in this example is to uninstall the service MyService. The service must be stopped before you can remove it. Use SC to stop the service. Type the following at the command line:

sc stop myservice

Press ENTER. The MyService service has been stopped. You can now remove the service by using InstSrv. Type the following at the command line:

instsrv MyService Remove

Press ENTER.
